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Data Protection

Data protection is a fundamental human right

Article 8(1) of the Charter of Fundamental Rights of the European
Union (the ‘Charter’) and Article 16(1) of the Treaty on the
Functioning of the European Union (TFEU) provide that everyone
has the right to the protection of personal data concerning him or
her.
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Data Protection in the Blood Sector

What I will cover 

• European Data Protection Law (CoE and EU);

• European Blood Legislation, EDQM Blood Guide and Good Practice 
Guidelines;

• Observations from the Blood Quality Management (B-QM) Audit  
Programme;

• Anonymous and Pseudonymous data; 

Blood Donor Personal Data:

• Demographic Information;

• Contact Information;

• Photo Identification;

• Medical Health Information;

• Test Results;

• Lifestyle and Sexual Risk Behaviour;

• Criminal Offence History;

Traceability Data;

Quality System Data;

Paper based and Electronic Systems;
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Council of Europe: Convention 108 +

Data Protection Day
2021 - 40th Anniversary of Convention 108

https://www.coe.int/en/web/data-protection

First legally binding international instrument in the data protection field

Ratified by 55 countries (47 CoE MS plus 8 non European countries)

Consultative Committee (T-PD) - 55 Parties, 25 Observers; 

2018 - Adoption of the Protocol for Modernisation (Convention 108+)

Recommendation CM/Rec(2019)2 of the Committee of Ministers to member 
States on the protection of health-related data
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General Data Protection Regulation (GDPR)

Under EU law, data protection was regulated for
the first time by the Data Protection Directive in
1995.

In view of rapid technological developments, the
EU adopted new legislation in 2016 to adapt data
protection rules to the digital age. The General
Data Protection Regulation became applicable in
May 2018, repealing the Data Protection Directive

Key concepts and principles

Concept of personal data

Sensitive data – Art. 9 – health data / genetic / biometric data;

Pseudonymisation and anonymisation;

Principles of processing:
-Fair, lawful and transparent processing;
-Purpose limitation;
-Data minimisation;
-Data accuracy;
-Storage limitation;
-Data integrity and confidentiality;
-Accountability;

Principles of processing aligned in Convention 108+ and GDPR
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European Blood Legal Framework
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European Blood Legislation   
EU Blood Legislation

2002/98/EC;
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European Blood Legislation   

2004/33/EC; 

EU Blood Legislation
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European Blood Legislation   

2005/61/EC; 
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European Blood Legislation   

2005/62/EC;
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Blood Guide and Good Practice Guidelines
Good Practice Guidelines (GPG)

CoE Blood Guide – 20th Edition

4.2. Appendix 3: Data Processing Systems;

4.3. Qualification and Validation;
4.4. Process Validation;

5.2 Required Good Practice Documentation

Traceability

• 3.5 Labelling
• 10.1.2 Confidentiality of haemovigilance reporting;
• 10.6 Reporting of Haemovigilance data;  

Data Protection Principles:
-Storage Limitation
-Data accuracy;
-Data Integrity and Confidentiality 
-Accountability;
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BLOOD-QUALITY MANAGEMENT (B-QM) PROGRAMME

► AIM: Assistance/Educational Programme to help Blood Establishments in establishing, developing,
improving comprehensive and integrated Quality System

‘Quality System to be in place’

EU Directive 2005/62/EC; Good Practice Guidelines
,Guide to the Preparation, Use and Quality Assurance 

of Blood Components

► Since 2010: over 30 auditing schemes to date covering 17 European countries 5 training
courses/conferences
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B-QM AUDITS – OBSERVATIONS

Identifiable data

Access and Control of Data

Paper based systems and computerised systems

Donor Information and Consent; 

“Third party” data processing and control;

Data Integrity
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Anonymised and Pseudonymised Data

ANONYMISED DATA:
''...information which does not relate to an identified or identifiable 
natural person or to personal data rendered anonymous in such a 
manner that the data subject is not or no longer identifiable.'' - Recital 
26, GDPR

The GDPR does not apply to anonymised information.

PSEUDONYMISED DATA:
“…the processing of personal data in such a manner that the personal 
data can no longer be attributed to a specific data subject without the 
use of additional information, provided that such additional 
information is kept separately and is subject to technical and 
organisational measures to ensure that the personal data are not 
attributed to an identified or identifiable natural person.” - Article 4, 
GDPR

EU Blood Legislation

2002/98/EC;

GDPR
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Stay connected with the EDQM
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Thank you for your attention

EDQM Newsletter: https://go.edqm.eu/Newsletter
LinkedIn: https://www.linkedin.com/company/edqm/
Twitter: @edqm_news
Facebook: @EDQMCouncilofEurope


