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The Committee of Experts on minimising public health risks posed by counterfeiting of medicines 
and related crimes, co-ordinated by the Council of Europeôs European Directorate for the Quality of 
Medicines & HealthCare (EDQM)1, was entrusted with a comprehensive programme of activities 
dealing with training programmes, model approaches, management of specific knowledge, and 
networking through Single Points of Contact (SPOCs)2. After the transfer of the pharmaceutical 
activities to the EDQM, the Committee of Experts succeeds the former Ad hoc Group on 
Counterfeit Medicines (Council of Europe Partial Agreement in the Social and Public Health Field).   
 
At its 2nd meeting on 28 and 29 October 2008, the Committee of Experts on minimising public 
health risks posed by counterfeiting of medicines and related crimes inter alia 
Á approved the model approach dealing with ñCounterfeit medicines in Europe: risk 

communication strategies for Drug Regulatory Authoritiesò, 
Á in the frame of the membership of the Council of Europe at the WHO IMPACT General 

Meetings, invited the WHO IMPACT working party ñCommunicationò to submit the  enclosed 
document on ñCounterfeit medicines in Europe: risk communication strategies for Drug 
Regulatory Authoritiesò for possible endorsement at the 3rd  General Meeting of WHO IMPACT, 
Hammamet, Tunisia, on 3-5 December 2008. 

 
General information 
 
The mission of the European Directorate for the Quality of Medicines & HealthCare (EDQM) is to 
contribute to the basic human right of access to good quality medicines and healthcare, and to 
promote and protect human and animal health. It contributes effectively to combating the 
counterfeiting of medicines and related crimes involving threats to public health by:  
 
¶ Establishing and providing official standards which apply to the manufacture and quality control 

of medicines in all the signatory states of the Convention for the elaboration of a European 
Pharmacopoeia and beyond, the European Pharmacopoeia, covering 2000 medicinal 
substances, 

¶ Ensuring the application of these official standards to substances used for the production of 
medicines, 

¶ Co-ordinating a network of approximately 100 Official Medicines Control Laboratories in 35 
countries to collaborate and share expertise between Member States and effectively use limited 
resources, 

¶ Establishing ethical and quality standards for the collection, storage and use of blood 
components relevant to blood transfusion and for organ transplantation, including tissues and 
cells, 

¶ Collaborating with national and international organisations in efforts to eliminate illegal and 
counterfeit medicinal and medical products, 

¶ Providing policies and model approaches for the safe use of medicines in Europe, including 
guidelines on pharmaceutical care. 
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1. Introduction 
 
Ensuring healthcare of adequate quality is a prime task of all governments. The obligation to do 
this is usually part of the national constitution or dependent specific legislation. It is therefore an 
obligation for governments to maintain a safe system of healthcare. The Drug Regulatory 
Authorities (DRA) are usually in charge of the licensing of medicines and inspection of the 
production sites and distribution channels. Inspection procedures may need to be adjusted to take 
into account the possibility that counterfeit medicines may enter the regular distribution chain. 
 
Prevention is an important element in all healthcare systems. Prevention is always better than 
cure. Pro-active information, e.g. campaigns, to influence the behaviour of people are particularly 
useful in healthcare and this holds also true in the prevention of counterfeit medicines. Awareness 
among several stakeholders on counterfeit medicines should be raised in general even if no 
counterfeit medicines have been discovered on the legal pharmaceutical market.  
 
In case of a suspected or verified counterfeit medicine, communication within the authorities and 
with other stakeholders has to be effective in order to prevent health damage. 
 
This document contains a model approach for a pro-active information strategy on counterfeit 
medicines (item 2.) and a reactive communication strategy about incidences of counterfeit 
medicines (item 3.).  
 
For general information, please refer to References a-b. 
 
The Committee of Experts on minimising public health risks posed by counterfeiting of medical 
products and related crimes, co-ordinated by the Council of Europe European Directorate on the 
Quality of Medicines & HealthCare (EDQM) developed this model approach intended to facilitate 
the writing and implementation of a procedure at national level by outlining basic principles and 
providing examples.  
 
This work takes account of the conclusions of the Seminar Counteract the Counterfeiters! Limiting 
the risks of counterfeit medicines to public health in Europe by adequate measures and 
mechanisms, organised by the former Council of Europe Ad hoc Group on Counterfeit Medicines, 
in Strasbourg, France, on 21-23 September 20053, regarding the seminar programme item 
« Public health »: 
 
Inter alia, the seminar participants called for public health protection through  

- raising awareness through positive communication avoiding scaring people,  

- discouraging the public from purchasing medicines via illegal distribution channels,  

- training of healthcare professionals to communicate the counterfeit medicines risk to patients,  

- considering counterfeit and substandard medicines in the systems which are in place to survey 
medicinesô safety on the market,  

- enabling the traceability of a medicine to patient level in case of a medicine recall.  
 
On the basis of the conclusions of the above seminar, a programme of activities was set up aiming 
at the development and implementation of practical tools in the field of counterfeit medicines and 
related crimes in the frame of the programme of activities of the Council of Europe and its EDQM.   
Among the activities proposed was the development of the present pro-active information strategy 
on counterfeit medicines and of a reactive communication strategy on incidences of counterfeit 
medicines. 
The pro-active information (óawareness raisingô) and the reactive communication protocol on new 
cases of suspected or verified counterfeit medicines are closely related in that they are both meant 
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to give information on counterfeit medicines and the associated health risks. The differences 
between both approaches are as follows: the communication protocol defining when, how and who 
to inform of new cases of suspect or verified counterfeit medicines is intended to be used when a 
counterfeit medicine has actually been detected on the market as follow-up and reaction to the 
incidence. The pro-active information aims at making the general public, patients, professionals 
and partners in the pharmaceutical distribution chain aware of the issue of counterfeit medicines in 
a proactive way, contributing to the prevention of harm and of new cases in the long run.  
 
This model approach deals with counterfeit medical products4. However, other medical products 
such as medical devices, tissues and blood products are equally at risk of being counterfeit. The 
tools in this model approach can also be used for the prevention of risks posed by other medical 
products, although minor adjustments may be necessary to allow for different legal environments. 
 
In most cases the Drug Regulatory Authority (DRA) is part of, or linked to the Ministry of Health 
(MoH). The present model approach applies also to situations where the DRA shares 
communication activities with or sources them out to the MoH. 
 
2. Pro-active information strategy on counterfeit medicines 
 
2.1 Stakeholders 
 
There are several stakeholders in the public and private sectors and the general public sharing 
concern of medication safety that have to be aware of the possibility of counterfeit medicines 
appearing on the market. These stakeholders comprise the general public, patients and/or patient 
organisations, healthcare professionals such as pharmacists, doctors and nurses, including 
students of these professions, the medicinesô production and distribution chain, such as 
manufacturers and wholesalers, and the media, such as radio, television, the Internet and news 
papers. The DRA are key stakeholders. The DRA is as well sender of information for internal and 
external use as recipient of communication5. 
 
2.2 Key messages 
 
The DRA should therefore, as a first step, take the initiative to launch an information campaign 
aimed at the general public on the ways and means of preventing damage to health caused by 
counterfeit medicines. Alternatively, the DRA could participate in initiatives taken by other 
stakeholders resulting in joint information campaigns. The goal of these campaigns should be to 
prevent the public from buying medicines outside the regular distribution channels and to spot 
cases of counterfeit medicines as soon as possible. The key messages of the information 
campaign should be: 
- Buy medicines from your pharmacy only (where legally permitted, this includes regulated internet 
pharmacies).  
- Report ineffective medicines and quality problems to your pharmacist. 
 
Examples of such initiatives can be found in Appendices [1] to [8]. Appendices [9] to [13] focus 
on counterfeit medicines over the Internet. 
 
Other stakeholders than the above mentioned pharmacists should be informed to make sure that 
they are aware of the message to the public and are prepared to answer questions that may come 
up. Also, the role of these stakeholders in facilitating the detection of counterfeit medicines should 
be highlighted6. Examples can be found in Appendices [1], [14] and [15]. 

                                                           
4
 For the purpose of this document, the term medicines is used as a synonym for medical products. 

5
 The DRA is encouraged to designate a dedicated reporting point for the general public to report about 

suspect medicines and to publish information about the reporting point. 
6
 Reporting of adverse effects and quality defects according to national and supranational legislation are not 

within the scope and focus of this document. Health professionals and stakeholders of the manufacturing 
and distribution chain are called to adhere reporting requirements as applicable. 
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Finally, the DRA should evaluate the effect of the information campaign and re-launch the 
campaign, reinforcing the conveyed messages, when public awareness comes below a predefined 
level. 
 
3. Reactive communication strategy on incidences of counterfeit medicines  
 
DRAs and other involved services of the MoH may have to face a situation where a suspected or 
verified counterfeit medicine is found in the pharmaceutical distribution chain. 
 
In order to improve the efficiency of communication in this case, it is highly recommended to DRAs 
to establish a procedure for communication. Some DRAs have already prepared such a procedure. 
 
3.1 Stakeholders 
 
The below stakeholders (A-E) and processes related to the information flow are outlined in Chart, 
following page.  
 
Several stakeholders should be targeted in this procedure: 

1. the DRAs themselves and other MoH-related services (A). This would encompass the 
different services within the DRAs, such as the Single Point of Contact (SPOC), (see 
Appendix [16], the medicines enforcement officers, the Official Medicines Control 
Laboratory (OMCL) and the press and communication officers; 

2. the general public including the patients (B); 
3. the media (C) at large: such as general public press (e.g. newspaper, radio, television and 

new information technologies media like Internet magazines), and professional press; 
4. healthcare professionals (D) (e.g. pharmacists, physicians, nurses). Apart from individual 

healthcare professionals, this category also encompasses their respective representative 
bodies; 

5. the distribution chain (E) from the manufacturer to the dispensing point (e.g. community 
pharmacies, hospitals), including full-line and other wholesalers, as well as other retail shops 
in case of an ñOver The Counterò (OTC) medicine. 

 
It should be noted that pharmacists should be considered under both healthcare professionals (D) 
and stakeholders of the distribution chain (E). 
 
Based on this definition of stakeholders, several actions should be expected from these partners. A 
specific strategy customised for the targeted stakeholders should be drawn up and implemented. 
Customised communication for the different stakeholders should be based on a basic 
communication from which key message(s) should be extracted and adapted to the needs for 
information of the respective stakeholder. 
 
3.2 Information flow 
 
Information flow is described in the following Chart: 
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An example of a press release can be found in Appendix [17]. Moreover, when the case of a 
counterfeit medicine has been sentenced, it is of interest to publish the courtôs decision in order to 
deter people from counterfeiting medicines. (See Appendix [18]). 
 
3.3 Responsibilities of stakeholders 
 
When receiving information stakeholders are expected to react appropriately. In the table below 
the follow-up actions are listed. 

 Who Actions expected of stakeholders as regards the 
communication  

A DRAs and other MoH related 
services 

Organise a taskforce on the case including all relevant 
experts 
Organise information flow (two-way): 
 within the DRAs 
 at national level 
 at international level with other partners 
Take decisions and communicate them 

B General public and patients Act responsibly, i.e. follow the advice of healthcare 
professionals 

C Media Cooperate and relay message 

D Healthcare professionals Provide care (i.e. in case of adverse effect of the counterfeit 
medicine) and relay information to the patients (and refer 
them to reliable sources of information) 

E Manufacturers and distributors Recall the product and replace them if needed. Part of the 
recall process is the isolation of products which are 
suspected of being counterfeit, as well as communication on 
the recalls. 

 
 
 

A 
DRA and related MoH services 

Taskforce 

SPOC 

Press Service 

OMCL  

Medicines 

Enforcement 

Officers 

D 
Healthcare 

professionals 

B 
General Public incl. 

patients 

C 
Media 

International 

partners 

E 
Distribution chain 
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Á http://

Health Information Sources  
 

Licensed physician and pharmacist ï reliable sources Health 
Authority ï easy to check source, reliable information 
 

Official Health institutionsï easy to check source, most likely 
reliable information 

Medical libraries, academic sources ï information mostly in 
scientific language 
 

Á Health professionalsô organisations ï check within your 
country first, may use scientific language 

Á Consumer and Patient Support Associations ï likely to use 
consumer friendly language 

Á Non-profit institutions ï easily checkable if renowned 

Á Commercial companies ï likely to give informati on only 
about their own products  

Á Individually posted information, other sources ï difficult to 
check, could be unreliable 

 

< Suspicious signs >  
 

Á Claims of fast, guaranteed or sensational results 

Á Miraculous cure or secret formulas 

Á Claims of no risks or absence of information  on side 
effects 

Á Experts or personal testimonials 

Á Claims of efficacy for a wide range of conditions or for 
every person 

Á Sites without complete address only e-mail indicated 

Á Aggressive commercial behaviour, e.g. you cannot leave 
the site 

Á  

Á Maai;  E-mail 

 

Learn about Quality Information Tools  
< Codes and Symbols >  
 

Check with health authorities in your country about the 
existence of quality tools such as a seal, accreditation 
system or other local initiatives.  

Á Medical products and the Internet ï a guide to finding 
reliable information 
< www.who.int/medicines/library/qsm/who -edm-qsm-99-
4/medicines-on-internet-guide.html>  

Á Health On the Net Foundation < www.hon.ch>  

Á Internet HealthCare Coalition <www.ihc.net>  

Á DISCERN <http://www.discern.org.uk >  

Á MedCIRCLE 

Á Quality Criteria for Health Related Websites, European 
Commission communications 

 

Websites offering medicines and/or medical services 
Check with your health authorities, if either prescription or 
selling through the Internet are allowed.  
Verify, if the selling point is licensed to provide or sell those 
products and services (check with Health Authorities) 
Make sure, you are dealing with licensed Health 
professionals. 

 

Evaluating health information may be time -consuming but it is easy to be alert: 

Á Ask the right questions  

Á Use common sense 

Á Never give any personal data unless you are sure the site complies with security and privacy rules 

Á Discuss what you find with your doctor or pharmacist  

 

 
 
If you need Information 
 
The best way to get benefit and to protect 

from risky offers is to learn how to verify and 

assess health information on the Internet.  
The following topics can help you but this is 

not an easy job eve n for experienced 

cybernauts/searchers.  
Health professionals are best placed to help 

you decide and can also provide you with 

information sources that match your needs.  

 

 

1. Do you know who is the author?  
Á Identify the name and the professional qualificat ion of 

the author or the organisation  

Á Check the existence of contact information (complete 
address) 

 

3. Does it satisfy your needs? 
Á Find out who the information is aimed at (health 

professionals, commercial agents, general 
public/consumers).  

Á Ask yourself if it replies to your questions   

 

2. Does it give reliable, complete and up-to-date 
information? 

Á Be aware that balanced information must provide both risks 
and benefits  

Á Look for recent updates or review dates 

Á Check references to original sources 

Á No links to unreliable sites  

Á Cross-check the information with other sources and with your  
physician or pharmacist 

 

4. Does the site refer to a Code of Conduct or 
display a mark or symbol of quality? 

Á Mention national codes of conduct, if available 

Á Apply the checklist to your favourite health websites. 
See how they score. 

 

< Check List >  What you should find on the website  

[8] Council of Europe model campaign  

ñAvoid risk for your healthò 
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The major problems in the field of Medicines and the Internet are the overflow of 
information and an abundance of risky offers. 
 
To help you with the right choice: 

The Council of Europe and  [to insert partner] gives you the following practical tool. 

 
Check the topics inside.  

Internet can be helpful but does not replace the consultation with a health 

professional.  

Donôt forget to discuss and share the information obtained from the Internet 

with your doctor or pharmacist . 

SEEK SAFE MEDICINAL PRODUCTS! 
 
 
 
 

Buy only medicinal products approved b y a 

competent authority!  
 
 

Quality medicines are dispensed by licensed 
persons and licensed sale channels, which are 

contro lled by a responsible authority  
 

If you need a prescription or any medical advice 
be sure to contact a licensed health professional  

EMEA: 
http://www.emea.eu.int/exlinks/exlinks.htm  

 
Other European regulatory bodies:  
http://www.who.int/medicines/information/websit
es/infdra.shtml  

 

 
 

[8].coe.int/t/e/social_cohesion/soc-sp/Health Information Sources.tif 

 

 AVOID RISKS 

F      OR YOUR HEALTH!  
 

4 Illegal sale settings/ Foreign sites  

 
Be aware: Lack of quality, efficacy and safety (Risks of counte rfe t drugs, illicit drugs, expired drugs, overdosed or under dosed 

 drugs non-approved medicines); waste of money (not 
 reimbursable, not returnable or claimable if defective, restraint 
 in customs).  
 
4 Illegal practices  
 
 Be aware: Incorrect diagnosis, insufficient, misleading or 
 wrong counseling, Medicines inappropriate and harmful for 
 your condition, inadequate treatment.  
 
4 Misleading information  
 
 Be aware: Lack of information, biased information, wrong 
 information, products with the same name may be different 
 in different countries  

 

 

 

Check the World Health Organisation user guide available at:  
http://www.who.int/medicines/library/qsm/who -edm-qsm-99-4/medicines-on-internet-guide.html 

Medicines & Internet  

Commit tee of Expe rts on Pharmaceutical 

Questions -  Council of Europe  
F - 67075 Strasbourg Cedex 
Tel: + 33 (0) 3 88 41 20 00  
Fax: + 33 (0) 3 88 41 27 81  
http://www.coe.int/T/E/Social_Cohesion/soc -
sp/Public_Health/Pharma_and_Medicine/presentati
on%20pharma.asp#TopOfPage 

 

 

In some countries medicines may only be sold in licensed pharmacies and they must have the proper marketing authorization.  

National medicines regulatory authority or the European Medicines Evaluation Agency (EMEA) are responsible for these issues. 

In order to pra ctice, physicians and pharmacists must be registered in their respective professional societies. 
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[9]European Commission. Commission warns about fake drugs on the internet. Press release 23 

March 2006. Available at: 
http://europa.eu/rapid/pressReleasesAction.do?reference=IP/06/375&format=HTML&aged=1. 
Latest access on November 6th 2008. 

 

IP/06/375 

Brussels, 27 March 2006  

Commission warns about fake drugs on the internet 

The European Commission has issued a warning that fakes of the medicine rimonabant are 
currently being sold via several websites. Rimonabant has been developed to treat obesity 
and related risk factors and smoking cessation7. The medicine is still under evaluation by 
the European Medicines Agency (EMEA). The product will only receive marketing 
authorisation by the European Commission once its quality, safety and efficacy have been 
satisfactorily established by the EMEA scientific committee, and this approval is still 
pending. Once approved, the company intends to market rimonabant under the name 
AcompliaTM. Patients who buy unlicensed and counterfeit or illicit copies of rimonabant may 
be putting their health at risk. This latest example underlines European Commission 
concern that criminals are taking advantage of the anonymity of the internet to sell fake, 
adulterated and unlicensed medicines to an unsuspecting public, putting lives at risk as 
well as undermining the pharmaceutical industry.  

Commission Vice-President Günter Verheugen responsible for enterprise and industry products said: 
ñI am alarmed at the ever increasing number of counterfeit medicines sold via the internet. This 
represents a real danger to the health of patients. The Commission is working with European and 
international partners to do everything possible to ensure legal methods for marketing of medicines 
are respected and enforced.ò 

Counterfeiters try to bypass the foreseen regulatory pathways of licensing and supervision by 
competent authorities. According to a recent survey by the Member States, 170 medicines were 
identified to be counterfeit in the illegal distribution channels over the past 5 years. Such illegal trade 
often occurred through the internet. Among the cases identified, lifestyle, growth hormones for 
bodybuilding use and sleeping drugs played a particular role. Unauthorised copies and fakes of 
licensed medicines for the treatment of erectile dysfunction (e.g. ViagraR8, CialisR9) and viral 
infections (e.g. TamifluR10) have also been on the sales lists of criminal counterfeiters. Counterfeits 
may include fakes which do not contain any of the medicine or the wrong medicine. At the same 
time, they may damage the image of a product and companies investing in the research and 
application of these products, while criminals try to make money without taking any responsibilities 
and risks. 

                                                           
7
 Developed by Sanofi Aventis 

8
 market authorisation holder: Pfizer 

9
 market authorisation holder: Lilly ICOS 

10
 market authorisation holder: Hoffmann La Roche 
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To be marketed in the EU, all medicines must undergo a rigorous evaluation for authorisation to 
demonstrate that they are effective, adequately safe and of high quality. This is ensured by a robust 
regulatory system for the authorisation of new medicines. The EU also has a strong legal framework 
for the licensing, manufacturing and distribution of medicines. At the end of the distribution chain, 
only licensed pharmacies and approved retailers are allowed to offer medicines for sale, including 
the legitimate sale over the Internet.  

Member States enforcement services closely cooperate to combat fake medicines. To further protect 
patients and industry from criminal counterfeit activities, the Commission is currently analysing the 
situation and  working together with Member States, the European Medicines Agency and 
international partners on what further actions may be necessary to safeguard public health.  
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[10]BfArM. BfArM warnt vor Arzneimittelfälschungen aus dem Internet. Press release 16th October 

2007. Available at: http://www.bfarm.de/nn_1194774/DE/BfArM/Presse/mitteil2007/pm26-
2007.html. Latest access on November 6th 2008. 

 
 
26/07 BfArM warnt vor Arzneimittelfälschungen aus dem Internet 

Erstellt: 16.10.2007 

Pressemitteilung 26/07  

Das Bundesinstitut für Arzneimittel und Medizinprodukte (BfArM) warnt aus aktuellem 
Anlass erneut vor dem Kauf und der Einnahme von Potenz- und Schlankheitsmitteln aus 
unsicherem Internethandel. Im Rahmen von Ermittlungen im Zusammenhang mit dem 
illegalen Internethandel sind gefälschte Tabletten verschiedener Schlankheitsmittel und 
Mittel zur Behandlung von Erektionsstörungen in einer Produktionsstätte in Deutschland 
beschlagnahmt worden. Diese wurden über das Internet weltweit angeboten. 
 
Durch die Überwachungsbehörden veranlasste Untersuchungen dieser 
verschreibungspflichtigen Arzneimittel, die u. a. auf verschiedenen Internetseiten wie 
pillenpharm.com, usa-medz.com und emediline.com angeboten wurden, haben ergeben, 
dass es sich bei den dort verkauften Produkten um Fälschungen handelt. Besonders 
bedenklich ist, dass entweder statt des deklarierten Wirkstoffes ein anderer 
hochwirksamer nicht deklarierter Bestandteil oder der deklarierte Wirkstoff in viel zu 
geringer Konzentration enthalten ist. Vor der Einnahme dieser Arzneimittel, die in kleinen 
Plastiktütchen verpackt versandt werden, muss grundsätzlich gewarnt werden. 
 
Das BfArM empfiehlt daher nach den Worten seines Leiters, Prof. Dr. Reinhard Kurth, 
ĂArzneimittel nicht aus unsicheren Quellen ¿ber das Internet zu erwerben. Dies betrifft 
besonders rezeptpflichtige Arzneimittel wie zum Beispiel auch Medikamente zur 
Behandlung von Erektionsstörungen, da sie wegen möglicher Risiken der Verordnung und 
der Kontrolle durch den Arzt bed¿rfenñ. 
 
ĂWenn Sie den Verdacht haben, Ihnen könnte eine Fälschung vorliegen, sollten Sie das 
Produkt auf keinen Fall einnehmen und Ihren Arzt oder Apotheker fragenñ, rªt Prof. Kurth. 

Ausgabejahr: 2007  
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[11]Swissmedic. Swissmedic met de nouveau en garde contre les contrefa­ons dôantigrippaux. 
Press release 25 April 2006. Available at: http://www.swissmedic.ch/Archiv/Tamiflu_25.04.06-
f.pdf. Latest access on November 6th 2008. 

 

Communiqué de presse 
Rédaction : Swissmedic, Institut suisse des produits thérapeutiques 
Communication 
Hallerstrasse 7 
Case postale 
CH-3000 Berne 9 
Tél. 031 322 02 11 / Fax 031 322 02 12 
www.swissmedic.ch 

Le 25 avril 2006 

Swissmedic met de nouveau en garde contre les 
contrefa­ons dôantigrippaux 
Encouragé par les risques potentiels liés à la grippe aviaire, le commerce illégal sur Internet 
de produits vendus sous lôappellation de lôantigrippal Tamiflu ne cesse de cro´tre. 
Or, comme le montre la récente analyse réalisée par les laboratoires de Swissmedic, 
certains de ces produits sont en fait des contrefaçons. Les contrefaçons de médicaments 
présentent des dangers considérables pour la santé. Swissmedic déconseille 
donc la prise de médicaments provenant de sources non contrôlées. 
On trouve partout dans le monde sur Internet une pléthore de médicaments vendus sous le 
nom de Tamiflu. Reste que seule la préparation originale destinée à lutter contre la 
prolif®ration des virus de la grippe dans lôorganisme humain vendue sous ce nom de marque 
est officiellement autorisée en Suisse par Swissmedic. Soumise à ordonnance, elle est 
distribu®e par lôentreprise Roche. 
Lôanalyse en laboratoire dôune pr®paration vendue sur Internet comme du Tamiflu a r®v®l® des 
résultats inquiétants : au lieu du principe actif original oseltamivir, le produit concerné 
contenait une faible dose de paracétamol, un principe actif antipyrétique et analgésique inapte 
¨ enrayer une infection virale chez lôhomme, accroissant ainsi notablement le risque pour la 
sant®. Dôautres autorit®s sanitaires en Europe ont ®galement d®couvert des contrefa­ons 
similaires. 
Distinguer une contrefa­on de lôoriginal Dans le cas dôesp¯ce, le faux Tamiflu vendu sur 
Internet ne comporte aucune notice dôemballage. 
Les maigres informations fournies avec le produit sont partiellement erronées et ne répondent 
en aucun cas aux exigences actuelles auxquelles doivent satisfaire les médicaments soumis à 
autorisation. 
Elles font ®galement lôimpasse sur les indications essentielles concernant les pr®cautions ¨ 
observer lors de la prise du médicament ou sur ses effets indésirables possibles. De même, 
les informations sur le titulaire de lôautorisation, la posologie ou la date de p®remption font 
défaut. La contrefaçon est clairement reconnaissable - même pour les profanes - puisque la 
préparation est livrée dans un sachet plastique et non dans lôemballage en carton habituel. Il 
manque ®galement sur les g®lules lôimpression de la raison sociale de lôentreprise et du 
dosage (voir illustrations ciaprès). 
Aucune contrefa­on de m®dicament nôa pour lôinstant ®t® constat®e dans les centres de 
distribution officiels de Suisse. En accord avec dôautres autorit®s europ®ennes de contr¹le des 
médicaments, Swissmedic continue toutefois de vérifier par échantillonnage si des 
contrefaçons de Tamiflu sont proposées dans des canaux de distribution non autorisés. 
Swissmedic d®conseille express®ment lôachat de m®dicaments provenant de sources non 
contr¹l®es, en particulier sur Internet ou par lôinterm®diaire de personnes qui ne sont pas des 
professionnels de la sant®. Comme lôatteste lôexemple du ç Tamiflu è ¨ base de paracétamol, 

29 



 

 lôachat de produits pharmaceutiques sur Internet pr®sente un risque certain pour la sant®. 
Swissmedic a publié sur ce sujet un guide complet intitulé « Internet et les médicaments », à 
télécharger sur son site Web (www.swissmedic.ch /Hot Topics). 

 
 
Communiqué de presse 
2006 

Swissmedic · Hallerstr. 7 · Case postale · CH -3000 Berne 9 · www.swissmedic.ch · Tél. +41 31 322 02 11 · Fax +41 31 322 02 
12 

Dans un communiqué daté du 21.12.05, Swissmedic avait déjà mis en garde contre les 
risques de 
contrefa­ons de lôantigrippal Tamiflu. 
Lien : http://www.swissmedic.ch/Archiv/Faelschungsthematik.pdf 
Pour toute information complémentaire, contacter : 
Monique Helfer, responsable Communication, tél. 031 322 02 76. 
Gélules de Tamiflu : contrefaçon à gauche, préparation originale à droite 
Emballage de Tamiflu : contrefaçon (à gauche), original (à droite) 

(Illustrations : Swissmedic Laboratoires OMCL)  Swissmedic. Swissmedic met de nouveau en garde 
contre les contrefa­ons dôantigrippaux. Press release 25 April 2006. Available at: 
http://www.swissmedic.ch/Archiv/Tamiflu_25.04.06-f.pdf. Latest access on November 6th 2008. 
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[12] Health Canada. Health Canada reminds consumers about the risks of buying drugs online. 
Information Update 15 August 2007. Available at: http://www.hc-sc.gc.ca/ahc-
asc/media/advisories-avis/2007/2007_100_e.html. Latest access on November 6th 2008. 

Health Canada reminds consumers about the risks of buying drugs online 

Information Update 
2007-100 
August 15, 2007 
For immediate release 

OTTAWA - Health Canada is reminding Canadians about the potential dangers of buying prescription drugs 
online, following the July 4th release of the British Columbia Coroner's report on the death of a woman which 
was attributed to prescription drugs purchased online. 

While legitimate online Canadian businesses are an option to consider, the online purchase of any drug 
poses the potential for serious health risks, especially when drugs are shipped directly to Canadian 
consumers from sources outside of Canada. Consumers should be aware that some Internet sites may 
falsely claim to be Canadian, and consumers can identify if a drug has been shipped to them from a foreign 
country by checking the shipping information on the exterior of the package. 

Buying drugs from an Internet-based business that does not provide a street address and telephone number 
may pose serious health risks because consumers have no way of knowing where these companies are 
located, where they get their drugs, what is in their drugs, or how to reach them if there is a problem. Buying 
drugs on the Internet may also pose financial risks: the product may not be shipped at all, or if it is coming 
from another country, it could be stopped and refused entry at the border by Canadian authorities. 

If you order from these sites, you may get counterfeit drugs that may contain the incorrect dose, the wrong 
ingredients, dangerous additives, or no active ingredients at all, which could result in potentially serious 
health risks. Even if these drugs do not harm you directly or immediately, your condition may get worse 
without effective treatment. 

In order to minimize the risk of purchasing counterfeit drugs, consumers who choose to purchase their 
medication via the Internet should not do business with any Web site or company that: 

¶ refuses to give a street address, telephone number or way of contacting a pharmacist; 

¶ offers prescription drugs without a prescription; 

¶ offers to issue a prescription based on answers to an online questionnaire; 

¶ claims to have a "miracle cure" for any serious condition; or 

¶ sells products that are not approved for sale in Canada. 

¶ sells products that are being provided directly to consumers from foreign sources. 

If you order prescription drugs without being examined and monitored by a health care practitioner, you may 
be misdiagnosed, and miss the opportunity to get appropriate treatment that would help you. You may also 
put yourself at risk for drug interactions, or harmful side effects that a qualified health professional could 
better foresee. 

In order to minimize risk, Canadians should only take medication that has been prescribed to them by their 
doctor. Patients should be aware of the name of the drugs they are taking and be familiar with their usual 
colour, size, shape and any imprints or markings on the drug. Patients who are concerned that they may 
have received counterfeit drugs should consult their physician immediately. 

Counterfeit products may have one or more of the following characteristics: 

¶ labels with spelling mistakes; 

¶ labels with no Drug Identification Number (DIN) or Natural Product Number (NPN); 
or 
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 ¶ product having different taste or flavour than the product normally used. 

Consumers who may have encountered suspected counterfeit health products are encouraged to contact 
Health Canada by calling 1-800-267-9675. 

In Canada, pharmacies are regulated by the provinces. If you have questions about whether an Internet 
pharmacy is legitimate, please contact the licensing body in your province or territory. 

For more information, please visit the It's Your Health articles: 

¶ Buying Drugs Over the Internet 

¶ Buying Medical Devices over the Internet 
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   The Possible Dangers of Buying Medicine Online (see next page) 
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People can be confident that Web sites that are VIPPS-approved are legitimate. Legitimate pharmacies that carry 

the VIPPS® seal are listed at www.vipps.info 

 

 

Drugs purchased over the Internet by an American patient who was told that the products were manufactured in the 

United States and were being sold from Canada. The drugs he actually received are fake "knockoffs" from India. 
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The Food and Drug Administration cannot warn 
people enough about the possible dangers of buying medications online. Some Web sites sell 
medicine, such as prescription and over-the-counter drugs, that may not be safe to use and could 
put people's health at risk. The current system of federal and state safeguards for protecting 
consumers from using inappropriate or unsafe drugs has generally served the country well. But 
FDA says that the best way consumers can protect themselves is to become educated about safe 
online shopping. 

SET YOUR SITES HIGH  

Buying such prescription and over-the-counter drugs online from a company you don't know 
means you may not know exactly what you're getting. While many Web sites are operating legally 
and offering convenience, privacy, and the safeguards of traditional procedures for dispensing 
drugs, consumers must be wary of "rogue Web sites" that aren't operating within the law. A Web 
site can look very sophisticated and legitimate but actually be an illegal operation. 

These sites often sell unapproved drugs, or if they market approved drugs, they often sidestep 
required practices meant to protect consumers. Some Web sites sell counterfeit drugs. Although 
counterfeit drugs may look exactly like real FDA-approved drugs, they are not legitimate and are of 
unknown quality and safety. If you're considering buying medicine over the Internet, look for Web 
sites with practices that protect you. If there is no way to contact the Web site pharmacy by phone, 
if prices are dramatically lower than the competition, or if no prescription from your doctor is 
required, you should be especially wary.  

Safe Web sites should 

¶ Be located in the United States. 

¶ Be licensed by the state board of pharmacy where the Web site is operating (visit 
www.nabp.info for a list of state boards of pharmacy). 

¶ Have a licensed pharmacist available to answer your questions. 

¶ Require a prescription from your doctor or other health care professional who is licensed to 
prescribe medicines. 

¶ Provide contact information and allow you to talk to a person if you have problems or 
questions. 

The National Association of Boards of Pharmacy's (NABP) Verified Internet Pharmacy Practice 
SitesÊ Seal, also known as VIPPSÈ Seal, gives a seal of approval to Internet pharmacy sites that 
apply and meet state licensure requirements and other VIPPS® criteria. 

People can be confident that Web sites that are VIPPS-approved are legitimate. Legitimate 
pharmacies that carry the VIPPS® seal are listed at www.vipps.info 

Unsafe Web sites  

¶ Typically don't know your medical history or the details about your current illness or 
condition. 

¶ Send you drugs with unknown quality or origin. 
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¶ Set Your Sites High 

¶ Know Your Medicines 

¶ Be Aware of Counterfeit Medicine 

¶ Protect Yourself  

http://www.vipps.info/
http://www.fda.gov/consumer/features/drugsonline0707.html#sites
http://www.fda.gov/consumer/features/drugsonline0707.html#know
http://www.fda.gov/consumer/features/drugsonline0707.html#counterfeit
http://www.fda.gov/consumer/features/drugsonline0707.html#protect


 

 ¶ Could give you the wrong medicine or another dangerous product for your illness. 

¶ May sell prescription drugs even without a prescriptionðthis is against the law! 

¶ May not protect your personal information. 

KNOW YOUR MEDICINES 

Before you get any new medicine for the first time, talk to your doctor about any special steps you 
need to take to fill your prescription. In addition 

¶ Any time you get a prescription refilled, check the physical appearance: color, texture, and 
shape of the drug. Even if all of these characteristics appear to be okay, there may be a 
problem if the medication doesn't taste like it has in the past. 

¶ Pay special attention to altered or unsealed containers or changes in product packaging. 

¶ Alert your pharmacist, or whoever is providing treatment, if you notice any differences or 
anything unusual about the product packaging.  

¶ Make sure that you only use drugs that have been prescribed by your health care provider 
who is licensed in the United States to prescribe medications.  

Be aware that some medicines sold online 

¶ Are too old, too strong or too weak. 

¶ Aren't FDA-approved. 

¶ Aren't made using safe standards. 

¶ Aren't safe to use with other medicines or products. 

¶ Aren't labeled, stored, or shipped correctly. 

BE AWARE OF COUNTERFEIT MEDICINE  

Counterfeit drugs are fake or copycat medicines that can be difficult to identify. The deliberate and 
fraudulent practice of counterfeiting can apply to both brand name and generic products, where the 
identity of the source is often mislabeled in a way that suggests it is the authentic approved 
product. Counterfeit drugs may 

¶ Be contaminated. 

¶ Not help the condition or disease the medicine is intended to treat. 

¶ Lead to dangerous side effects. 

¶ Contain the wrong active ingredient. 

¶ Be made with the wrong amounts of ingredients. 

¶ Contain no active ingredients at all or contain too much of an active ingredient. 

¶ Be packaged in phony packaging that looks legitimate. 

For example, counterfeit versions of the FDA-approved weight loss drug Xenical, which contains 
the active ingredient orlistat, recently were obtained by three consumers from two different Web 
sites. The agency announced in May 2007 that none of the capsules that the consumers received 
contained orlistat. In fact, laboratory analysis showed that one capsule actually contained 
sibutramine, which is the active ingredient in Meridia, a prescription drug also approved by FDA to 
help obese people lose weight and maintain weight loss.  
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Using medication that contains an active ingredient other than what was prescribed by your 
licensed health care provider is generally unsafe. 

FDA also became aware recently of a number of people who placed orders over the Internet for 

¶ Ambien (zolpidem tartnate)  

¶ Xanax (alprazolam) 

¶ Lexapro (escitalopram oxalate)  

¶ Ativan (lorazepam) 

Instead of the intended drug, several customers received a product that contained haloperidol, a 
powerful anti-psychotic drug. As a result, some sought emergency medical treatment for symptoms 
such as difficulty in breathing, muscle spasms and muscle stiffnessðall problems that can occur 
with haloperidol. 
FDA continues to be proactive in aggressively protecting consumers from counterfeit drugs. The 
agency is working with drug manufacturers, wholesalers, and retailers to identify and prevent 
counterfeit drugs. FDA also has created an internal task force to explore the use of modern 
technologies and other measures that will make it more difficult for counterfeit drugs to get mixed 
up with, or deliberately substituted for, safe and effective drugs.  
Generally, medications that have not been purchased with a prescription from a state-licensed 
pharmacy located in the United States may be unsafe and ineffective. But remember, even those 
drugs that are purchased from a state-licensed pharmacy Web site cannot be guaranteed safe and 
effective.  

PROTECT YOURSELF  

¶ Only buy from state-licensed pharmacy sites based in the U.S. (preferably from VIPPS-
certified sites, when possible). 

¶ Don't buy from sites that sell prescription drugs without a prescription. 

¶ Don't buy from sites that offer to prescribe a medication for the first time without a physical 
exam by your doctor. 

¶ Check with your state board of pharmacy or the NABP to see if an online pharmacy has a 
valid pharmacy license and meets state quality standards. 

¶ Sites ending in ".com" are usually commercial sites selling products (they may be either 
legitimate or rogue sites). Sites that end in ".gov" (government), ".edu" (universities or 
medical schools), and ".org" (not-for-profit groups) may be good sources of health 
information. 

¶ Use legitimate Web sites that have a licensed pharmacist to answer your questions. 

¶ Look for privacy and security policies that are easy to find and easy to understand. 

¶ Don't give any personal information, such as a social security number, credit card 
information, or medical or health history, unless you are sure the Web site will keep your 
information safe and private. 

¶ Make sure that the site will not sell your personal information, unless you agree. 

¶ Report Web sites that may be problematic. You can do this by visiting 
www.fda.gov/buyonline and clicking on "Notify FDA about problem websites." 
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ALERT: For a list of drugs that you should NOT buy online because of special safety restrictions, 

visit www.fda.gov/cder/consumerinfo/dontBuyonNet.htm 

To see a press release called "FDA Finds Consumers Continue to Buy Potentially Risky Drugs 
Over the Internet," visit www.fda.gov/bbs/topics/NEWS/2007/NEW01663.html 

To see a press release called ñFDA Says Consumers Continue to Buy Risky Drugs Online,ò visit 
www.fda.gov/bbs/topics/NEWS/2007/NEW01735.html   

back to top  

Date Posted: July 2, 2007  
Updated Nov. 2, 2007 
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